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The history of SSH
• Protocols developed for encrypting network traffic developed in 

1995 by Tatu Ylönen

• Released in July 1995 to the public

• SSH Communications Security (SCS) founded in December 
1995

• SSH-2 released in 1996 by SCS

• 1998 SCS releases SSH-2 based on IETF SSH-2 protocol (Feb. 
1997).  Commercial product, free only to non-profits & edu.  
Others continued to use SSH-1

• 2000 SCS extends free use to Linux, NetBSD, FreeBSD, and 
OpenBSD

While working as a researcher at the Helsinki University of Technology the 
university’s network was compromised by a password sniffing attack. The 
researcher developed SSH1 to stop passwords from being sent across the 
network in clear-text…. thus disabling password sniffing attacks.
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The history of OpenSSH

• Based on the last free release of SSH 1.2.12

• Markus Friedl
• Supports both SSH-1 and SSH-2 in one set of programs. 

Free set of tools based on the SSH protocols.

• www.openssh.org

• What is SCS now?
− SSH Communications Security, Ltd.
− (www.ssh.com)
− “A world-leading developer of managed security middleware”
− Variety of products including SSH-client for Windows 

(98/NT/ME/2000/XP), IBM Aix, Linux, Solaris, & HP-UX 10.20 & 11x
− Support for end-to-end mixed environments

“OpenSSH is primarily developed by the OpenBSD Project, and its first 
inclusion into an operating system was in OpenBSD 2.6. The software is 
developed outside the USA, using code from roughly 10 countries, and is 
freely useable and re-useable by everyone under a BSD license. 

Managing the distribution of OpenSSH is split into two teams. One team 
does strictly OpenBSD-based development, aiming to produce code that is 
as clean, simple, and secure as possible. We believe that simplicity without 
the portability "goop" allows for better code quality control and easier review. 
The other team then takes the clean version and makes it portable, by 
adding the portability "goop" so that it will run on many operating systems 
(these are known as the p releases, and named like "OpenSSH 3.3p1"). 
Please click on the provided link for your operating system.”  From:  
http://openssh.org
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Why HP Secure Shell?
• Supported & pre-packaged

− A.04.0.00
• Based on OpenSSH 4.0p1

• Why not use HP-SSH?
− Running pre 11x
− Want the latest version of 

OpenSSH
− Have time/ability to compile & 

troubleshoot
− Want end-to-end support (SCS) 

$$

HP

Zlib v1.2.2

OpenSSL 0.9.7e

TCPWrappers v7.6

HP-SSH is easily installed using swinstall.

If you have an existing HP-UX support agreement, support is free for HP-
SSH.

HP-SSH 4.0 built with these libraries:

zlib v1.2.2

OpenSSL v0.9.7e

TCPWrappers v7.6



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 5

HP-UX HP-UX HP-UXclear text clear text

clear text

Dopey Sleepy DocTraffic

Authentication

PAM

Kerberos

UNIX

NSSWITCH.CONF

Files NIS+

NIS

LDAP

Without SSH

If not using SSH, the traffic between client and server is sent in the clear.  
The same can be said for traffic between servers.  Notes on the following 
page detail the difference between a packet sent in clear text vs. one that is 
encrypted. Solutions such as IPSec work for encrypting the data between 
servers but may not be available at the client level.  IPSec itself is easy to 
implement, however, the updating of the keys is not simple.

If you are running HP-UX 10.30 or higher, you are using PAM (Pluggable 
Authentication Module) for authentication. However, PAM by default uses 
the UNIX module, so you wouldn’t notice any difference. The UNIX module 
looks at entries found in the /etc/nsswitch.conf file to determine how to 
perform the authentication.   These type of authentication methods rely on a 
single hashed password, either stored on each server or centralized.
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telnet, rlogin, ftp, rcp, remsh

ssh, slogin, sftp, scp

Why Secure Shell?

Sarbanes-Oxley issues:  Trusted Path
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Sample Network Packets
• Telnet: 
• 0: 76 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- v...............
• 0: 6b -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- k...............
• 0: 69 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- i...............
• 0: 6e -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- n...............
• 0: 67 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- g...............
• 0: 0d 0a -- -- -- -- -- -- -- -- -- -- -- -- -- -- ................

• 0: 6d -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- m...............
• 0: 79 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- y...............
• 0: 70 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- p...............
• 0: 61 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- a...............
• 0: 73 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- s...............
• 0: 73 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- s...............
• 0: 34 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- 4...............
• 0: 0d 0a -- -- -- -- -- -- -- -- -- -- -- -- -- -- ................
• 0: 62 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- b...............
• 0: 64 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- d...............
• 0: 66 -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- f........

• SSH:
• 0: 17 47 c1 2f 70 5e bf 1e 8a bf c8 5d ce 22 d9 33  .G./p^.....].".3
• 0: 8a ae af f8 e5 19 63 37 db 27 9f 33 71 77 72 01  ......c7.'.3qwr.
• 0: c4 0a 46 cb c9 fc d8 87 fe 8b 23 43 ee 9e d4 41  ..F.......#C...A
• 0: a1 2e f4 25 82 56 ec bb b9 3a 13 4c d0 ed 21 99  ...%.V...:.L..!.
• 0: d7 10 de 3b 52 fd 62 26 2e 8d 34 b0 ef 74 eb 61  ...;R.b&..4..t.a
• 0: e1 50 25 3a 78 8e 22 76 09 48 e8 59 83 83 45 f6  .P%:x."v.H.Y..E.
• 0: bd 2d aa eb 34 1e a7 23 de de ad a3 7e 9c f8 8d  .-..4..#....~...
• 0: 05 f6 c6 e9 59 f2 2f b0 ab 2d 41 dd d0 11 3a 1f  ....Y./..-A...:.
• 0: 13 84 af fc 8c e5 19 fd 22 f3 0c 05 a6 51 07 6f  ........"....Q.o
• 0: f9 84 71 c1 77 97 e7 69 28 d0 8d 0e 4e 5e a9 1c 

Sample network packets from logging in as vking with the password 
“mypass4” and issuing the bdf command
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HP-UX HP-UX HP-UXencrypted encrypted

encrypted

Dopey Sleepy DocTraffic

Authentication

PAM

Kerberos

UNIX

NSSWITCH.CONF

Files NIS+

NIS

LDAP

With SSH – Goodbye clear text

When SSH is implemented the traffic between SSH clients and SSH servers 
is now encrypted.  In addition, there is a new layer of authentication.  This 
layer of authentication has many options.

One of the most important things to understand about SSH is that the 
connection is established and encrypted before the user is even prompted 
for their UNIX password.  Their UNIX password is no longer passing in clear 
text.
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Installation of T1471AA
• Download from http://software.hp.com or can find 

on Applications CD.

• Install Prerequisites (patches)

• Install Random Number Generator (RNG)
− (If using HP-UX 11i v1)
− Auto installed on HP-UX 11i v2
− Not available on HP-UX 11.0

• Install HP-SSH using swinstall
• # Secure_Shell A.Version.000    HP-UX Secure Shell 

• Secure_Shell.SECURE_SHELL A.Version.000    Secure Shell 

HP-SSH can be found on Applications CD dated September 2002 and later. 
However, for security reasons, it is recommended to download the latest 
version of HP-SSH which can be found on the HP Software Depot website 
(Internet & Security Solutions, hp-ux secure shell).

The initial release of HP-SSH was in June 2002 and was release 3.1 based 
upon OpenSSH3.1p1.  Security advisories regarding the use of versions 
earlier than OpenSSH 3.4 prompted HP to release HP-SSH 3.5 which is 
based upon OpenSSH 3.5p1. This was released in Spring of 2003. 

This version also fixed problems when running a system with 
shadowed/trusted passwords, a few additional enhancements, and changes 
to the defaults in the config file.

The RNG (Random Number Generator) will be covered later.
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After installation

root  3226     1  0 14:28:35 ?         0:00 /opt/ssh/sbin/sshd

lrwxr-xr-x 1 root      12 Jun  2 14:27 /etc/opt/ssh -> /opt/ssh/etc

moduli ssh_host_key ssh_prng_cmds
ssh_config ssh_host_key.pub sshd_config
ssh_host_dsa_key ssh_host_rsa_key
ssh_host_dsa_key.pub ssh_host_rsa_key.pub

When swinstall is completed, the SSH daemon (sshd) is automatically 
started. 

It is started using the default configuration files.  The configuration files are 
found in the /etc/opt/ssh directory.  Also in this directory are the host keys.
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Symmetric Key
• a.k.a Shared/Secret Key

• SSH: the session key is a symmetric key

• Symmetric keys:
− Temporary
− Used for a short period of time
− Key used to decrypt is the same as the key to encrypt or 

when one key is easily derived from the other

• The encrypted SSH connection uses the session 
key (a symmetric key)

A symmetric key can be used for two purposes:  encrypting & decrypting.  
Just as the key to the front door of your house can be used to lock the door.  
You use the exact same key to unlock the door.  You may have multiple 
copies of the same key, but any one of those identical keys can both lock & 
unlock the door.

Symmetric keys work great in a static environment.  For example, in your 
house who needs a key?   The list is very limited and it is a rare occurrence 
when someone else needs the key.  But what if you didn’t live in a static 
home?  What if for example, you were the superintendent of a large 
apartment complex.  Now you are responsible for a range of issues dealing 
with keys.  How will you distribute the keys?  What happens when someone 
loses their key? How do you track who has the keys?  How do you get a key 
back when someone leaves?  How do you manage the keys to shared areas 
(the laundry room, etc..)?  And while assuring all of this, you as the 
superintendent must be able to access all the locks.
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Asymmetric:  Private/Public
• Public Key and Private Key are 

different, but related. Only creator 
knows the relation.

• Cannot get the Private Key from 
the Public Key.

• Data encrypted with Public Key 
can only be decrypted by Private 
Key.

• Data encrypted with Private Key 
can only be decrypted by Public 
Key.

• Never publish the Private Key.

Public Key

Private Key

Asymmetric requires a pair of keys.  Together these are known as a pair.  
The public key is distributed. You can even post it on a website. The private 
key should be kept to yourself and not shared with anyone.

If you encrypt with the private key, it can only be decrypted with the public 
key.

If you encrypt with the public key, it can only be decrypted with the private 
key.

At an algorithmic level, the keys are inverse functions of each other, 
however, at a value level, it is very hard to derive one from the other.
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Host Key Pairs

• -rw------- 1 root       sys            668 Jun  2 14:28 ssh_host_dsa_key
• -rw-r--r-- 1 root       sys            601 Jun  2 14:28 ssh_host_dsa_key.pub

• -rw------- 1 root       sys            526 Jun  2 14:27 ssh_host_key
• -rw-r--r-- 1 root       sys            330 Jun  2 14:27 ssh_host_key.pub

• -rw------- 1 root       sys            887 Jun  2 14:28 ssh_host_rsa_key
• -rw-r--r-- 1 root       sys            221 Jun  2 14:28 ssh_host_rsa_key.pub

Algorithm: “A procedure for solving a 
mathematical problem (as of finding the greatest 
common divisor) in a finite number of steps that 
frequently involves repetition of an operation.”

Merriam-Webster Dictionary

Asymmetric: RSA, DSA, 
Diffie-Hellman

Symmetric: 3DES, 
Blowfish, CAST-128, 
ARCFOUR, AES-
128,192,256

Hash: MD5, CRC-32, SHA-1

SSH uses common asymmetric (or Public) key algorithms:  RSA (Rivest-
Shamir-Adleman), DSA (Digital Signature Algorithm), and Diffie-Hellman

SSH also uses common symmetric key algorithms: DES (Data Encryption 
Standard), IDEA (International Data Encryption Algorithm), Triple-DES 
(3DES), Blowfish, and AES (Advanced Encryption Standard).  AES comes in 
128, 192, and 256 bits. HP-SSH supports: 3DES, Blowfish, CAST (Carlisle 
Adams and Stafford Tavares)-128, ARCFOUR, AES-128,192, and 256.

SSH also uses common hash algorithms: MD5 (Message Digest), CRC 
(Cyclic Redundancy Check)-32, SHA-1 (Secure Hash Algorithm).

A hash is an “encrypted” value that cannot be decrypted.  The value of a 
good hash routine is that a large amount of data can be reduced to a fairly 
short, extremely unique, and randomly distributed “signature” of the hashed 
information. Even one changed bit should yield a very different hash value 
when used with a good hash algorithm.  HP-UX uses a hash algorithm to 
create the password. This is a hash of the ASCII password plus a salt. 

In the above example of host keys that are automatically generated, there 
are 3 types.  RSA (rsa_key), DSA (dsa_key), and Diffie-Hellman (_key).  The 
public key of the pair is appended with the extention “.pub”. Also note the file 
permissions between the public key and the private key.  The private key 
does not have read access for group and other.
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# more ssh_host_dsa_key
-----BEGIN DSA PRIVATE KEY----------END DSA PRIVATE KEY----
-
# more ssh_host_dsa_key_pub
ssh-dss AAAAB3NzaC1kc3MAAACBAIZdLArWQoaNJs2SmNPK/J5VgQZMAAXtGwv3FV8o3f79AvnfmVN5
hP16FzAzAJi33LNOvpTJUHBkUsqtq7IXkW5jQagxKwF1rO/O8/zN4BBctqTV3q9vXITEzMYB9/KqlUjX
GKFQZhauSYYjxVJC+cuGDOWElX/bbufDlGCW+FcFAAAAFQCtsIRuxwlQe+Mgo5WT02fuxUSTpQAAAIAI
rTJgAxYCWbRTeu+zIMrNYmlrO8pEHGshCZThn8VdDc8vgh/Qsdm98Qw0S1ASAiLOHLoEUtJpCyxg+4sm
xB3jilIswPbJZWOeCLFTBiLCswH9u28uYZR+WSW+3WDjmRvz7irMEkei0GGg9tG7pj7973MKtX86VliN
A+ROIe8qhwAAAIBqwxjSG30sZgBIfOzlsPf44JKotidT2y5Vv1QJ8CGa/RSZ1WHKrJUMpja14ijlTnMm
VZO0PtfioA0QLAJ0k4pC7LAIMyTTDH/PC/xtomvL1IBNRCBkXGoqLdDV2hgcNbcrTUkEfgwkfUnDG1As
1FMQnXoAVJ4BpggQqr5o2EFwJw== root@ctg701

What do the keys look like?

The beginning of the key shows the type of algorithm used to generate the key.  In the second 
example we see ssh-dss.  DSA is part of DSS (digital signature standard).  This key was 
generated using DSA.  

The last entry in the public key signifies the creator of the key. 
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# ssh-keygen -t dsa -f /opt/ssh/etc/ssh_host_dsa_key
Generating public/private dsa key pair.
/opt/ssh/etc/ssh_host_dsa_key already exists.
Overwrite (y/n)? y
Enter passphrase (empty for no passphrase): [press return]
Enter same passphrase again: [press return]
Your identification has been saved in 
/opt/ssh/etc/ssh_host_dsa_key.
Your public key has been saved in 
/opt/ssh/etc/ssh_host_dsa_key.pub.
The key fingerprint is:
5e:77:1a:bf:22:07:a6:e7:23:9a:d5:f1:87:a4:67:5a root@ctg701
# 

Creating a new DSA host key
** DO NOT DO THIS IF ALREADY USING SSH!! **

The ssh-keygen command is used to create commands.  More information can be obtained 
by viewing “man ssh-keygen”.
In this above example we are creating a new HOST key of type DSA (Digital Signature 
Algorithm).  It is imperative that if you are already using SSH that you do not change the 
host key.  If you do, as you will see as we proceed through this tutorial, all users will have to 
reverify the host key.  When should the host key be changed?  When someone with root 
privilege leaves (under certain circumstances), the private host key has been compromised, 
or the system has been compromised.  Also, if you installed SSH a while ago, but did not 
implement it, changing the host keys is a good idea before doing the actual implementation.

When creating this key pair we did not enter a passphrase. When creating a key pair for the 
host (and the host only) you do not enter a passphrase. If you did, you would have to provide 
this passphrase each time the SSH daemon started and/or required it.

The most important piece of information in this example is the fingerprint displayed at the 
end of the command output. This fingerprint is very important and is often a forgotten piece 
of information when distributing procedures to end users. 

If you change the host key, you must restart the SSH daemon.

Note: If you’ve changed the host key and now have problems… restore the original key pairs 
from your backup media.
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# /opt/ssh/sbin/sshd -dd
2488: debug1: sshd version OpenSSH_3.5p1
2488: debug1: read PEM private key done: type RSA
2488: debug1: private host key: #0 type 1 RSA
2488: debug1: read PEM private key done: type DSA
2488: debug1: private host key: #1 type 2 DSA
2488: debug1: Bind to port 22 on 0.0.0.0.
2488: Server listening on 0.0.0.0 port 22.

Who uses the Host key pairs?

SSH can be started manually and in debug mode (-d).  The more debug 
flags used, the greater level of debug information. From this we can see that 
this screen shot was taken when we were running OpenSSH_3.5p1, both 
the Host’s RSA and DSA private key is read, and the SSH daemon is 
binding to port 22.
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The environment

ctg701

HP-UX 11i

ctg700

HP-UX 11i

Installed HP-SSH

telnet

Installed HP-SSH

jrice

vking

jrice

vking

This environment consists of 2 HP-UX workstations both running HP-UX 11i.  
Both systems have HP-SSH installed and have the same set of users.
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Using SSH
ctg700: whoami
jrice
ctg700: pwd
/home/jrice
ctg700: ls .ssh
.ssh not found
ctg700: ssh ctg701
The authenticity of host 'ctg701 (192.168.1.125)' can't be established.
RSA key fingerprint is e1:47:a1:c0:1b:e6:0c:24:3a:16:90:a6:0e:23:38:25.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'ctg701,192.168.1.125' (RSA) to the list of known hosts.
jrice@ctg701's password: [Enter HP-UX Password]
Last   successful login for jrice: Mon Jun  9 16:50:31 PST8PDT 2003 on pts/tc
Last unsuccessful login for jrice: Wed Feb 26 13:43:55 PST8PDT 2003 on pts/tf
Last login: Mon Jun  9 16:50:32 2003 from 192.168.1.124
(c)Copyright 1983-2000 Hewlett-Packard Co.,  All Rights Reserved.

If you go back to where this RSA key was created, you will see that this is 
the fingerprint that was displayed.  Users should actually look at this 
fingerprint and authenticate it before answering “yes”. How could they 
authenticate it?

1). They could call the system administrator and verify that the fingerprint is 
correct.

2). The system administrator could push the fingerprint out to users via 
secure e-mail or in a hard copy format.

The user should be trained to always verify the fingerprint before 
acceptance.  This prevents DNS spoofing or man-in-the middle attacks. 
Once this key is added to the user’s known_hosts file, they will not be 
required to manually authenticate this key again unless the system 
administrator changes the SSH server’s Host Key.  

If the user gets a message that the key no longer matches, they should not 
simply accept the new key.  They should be trained to manually validate the 
new fingerprint before accepting.

From: http://newfdawg.com/SHP-SSHpart2.htm © Tech Target



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 19

The host’s public key is added to the 
known_hosts file in the user’s .ssh directory -
automatically

ctg700: ls .ssh
known_hosts
ctg700: more .ssh/known_hosts

ctg701,192.168.1.125 ssh-rsa
AAAAB3NzaC1yc2EAAAABIwAAAIEAzx8E/AABeylRnm
n+JvXvYs4mlmNlhyLxFindzjMUKNdSQtCRZpoXAA5ZlfF6
XDljZRlegFbNgUh4zRdHvKB0VLoNLFPnOgvlys+8pmB
4sf8J+81fR1o6Bqk/ttkiZ3DTsCQdiIYc1NXO08UiyCt11I6gb
QsoEVS68a0FmfsiTv8=

The public key of the host is added to the known_hosts file in the user’s own 
.ssh directory. This directory and file are automatically created when/if the 
user replies “yes” to the prompt.  Here is the output from the host’s (ctg701) 
public RSA key:

# more ssh_host_rsa_key.pub
ssh-rsa
AAAAB3NzaC1yc2EAAAABIwAAAIEAzx8E/AABeylRnmn+JvXvYs4mlmNlhy
LxFindzjMUKNdS

QtCRZpoXAA5ZlfF6XDljZRlegFbNgUh4zRdHvKB0VLoNLFPnOgvlys+8pmB
4sf8J+81fR1o6Bqk/ttki

Z3DTsCQdiIYc1NXO08UiyCt11I6gbQsoEVS68a0FmfsiTv8= root@ctg701



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 20

Next time….

ctg700: ssh ctg701
jrice@ctg701's password: [Enter HP-UX Password]
Last   successful login for jrice: Mon Jun  9 17:11:50 PST8PDT 2003 on pts/tc

ctg701

HP-UX 11i

ctg700

HP-UX 11i

Installed HP-SSH

SSH

Installed HP-SSH

jrice jrice
$HOME/.ssh

known_hosts

Encrypted

The next time the user uses SSH to connect to the other server, they are not 
prompted to verify the fingerprint of the host’s key.  This is because the 
Host’s public key already exists in the user’s .known_hosts file.  
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What if…

ctg700: telnet ctg701
jrice@ctg701's password: [Enter HP-UX Password]
Last   successful login for jrice: Mon Jun  9 17:11:50 PST8PDT 
2003 on pts/tc

ctg701

HP-UX 11i

ctg700

HP-UX 11i

Installed HP-SSH

SSH

Installed HP-SSH

jrice jrice

/etc/opt/ssh/

ssh_known_hostsEncrypted

ctg700#: mv /usr/bin/telnet /usr/bin/telnet.old
ctg700#: cp /opt/ssh/bin/ssh /usr/bin/telnet

If we rename SSH to telnet, then user’s don’t have to be retrained.   The only 
difference they will see is that the password prompt is different.  What has 
this accomplished?  The user is now using an encrypted channel between 
the 2 hosts. Also, if the public key is put in the system-wide known_hosts
file (/etc/opt/ssh/ssh_known_hosts) the user will not be asked to verify the 
host at the first connection.

Setting up SSH between HP-UX/Unix/Linux systems is easy and can be 
done without needing to retrain the user. This gives the benefit of encryption.  
This does not authenticate the individual user in SSH, but does authenticate 
the host. The user is authenticated by their UNIX password.

Typically though, most users are at a desktop.  The majority of which are 
running a Windows platform.  An SSH client needs to be used at the client 
level.  This will be covered later in the tutorial.
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Typical…implementation of “r” commands so that user 
doesn’t need password

ctg701

HP-UX 11i

ctg700

HP-UX 11i

Installed HP-SSH

rlogin

Installed HP-SSH

jrice

vking

jrice

vking

$HOME/.rhosts

ctg701 jrice

$HOME/.rhosts

ctg700 jrice

$HOME/.rhosts

ctg700 vking

$HOME/.rhosts

ctg701 vking

r commands

“r” commands are listed in security “How to” documents as a “not to”. The 
above configuration allows jrice to use any of the “r” commands (rcp, rlogin, 
remsh) to access the other system without needing a password. 



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 23

ctg700: /opt/ssh/bin/slogin ctg701                                            
jrice@ctg701's password: [Enter HP-UX Password]

.rhosts Authentication

Doesn’t work!  User is prompted for their password.  Why?

# rhosts authentication should not be used
#RhostsAuthentication no
# Don't read the user's ~/.rhosts and ~/.shosts
files
#IgnoreRhosts yes

The default configuration of HP-SSH has .rhosts authentication disabled.  
Why?  Because even if using SSH with .rhosts the security problems 
associated with the “r” commands still exist.

The connection is encrypted but all the risks still exist.
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Security and “r” commands
• Incorrect configuration (+ +)

• Incorrect permissions

• Stepping stone to all others systems.  All 
systems are only as secure as the weakest link.

• The benefit of SSH & “r” commands:
− Yes, connection is encrypted
− That’s it! All other weaknesses still exist

• You can connect to multiple systems with SSH 
and only enter your password once without 
using the “r” commands!  That’s what you want 
to do!

Incorrect configurations in the .rhosts file can allow any user from any host 
access to the system without a password. Why would this happen? 
Because this is the easiest way for the user to put entries in the file to make 
it work.

If there are incorrect permissions on this file and/or the user’s home 
directory, someone else could modify the entries in this file.  

But, the biggest problem with using the Berkeley “r” commands is that all the 
systems that are in your trusted environment (via .rhosts/hosts.equiv files) 
are only as secure as the weakest system in the environment.  It is not 
recommended to use the “r” commands. 

You can disable the use of .rhosts by adding the –l option to the rlogind, 
remshd, and rexecd in the /etc/inetd.conf file.

Later in this tutorial you will see how you can login to multiple systems 
without needing to enter a password each time, without using the “r” 
commands!
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SSH – the process
• Host Authentication

• The Encrypted Tunnel
− SSH1 vs. SSH2

• User Authentication

In the next section we will look at the SSH process in detail.  This will include 
the host authentication, setting up of the encrypted tunnel, and user 
authentication.   Some of these steps, particulary how the encrypted tunnel 
are set-up are confusing to say the least!  The following slides are those that 
you really don’t have to worry about memorizing or even understanding.  
Keep for an FYI.  These things are going on in the background seamlessly to 
you and the end user.
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SSH: The Process
Part 1: Host Authentication

SSH Client SSH Server: 221. Client Requests Session

2. Server sends:

Public Host Key

Public Server Key 
(SSH1 only)

Client System’s

ssh_known_hosts

Client User’s

known_hosts

3. 4.Does 
the host 
exist?

Host is 
Authenticated

Part I:  Host Authentication

The client requests a SSH session (to port 22 on host). The host sends back 
its Public Host key. If using SSH1 the Public Server key is also sent. When 
the client receives the Public keys, it checks to see if the Public Host key 
exists in the client-wide ssh_known_hosts. If it does not exist, it will search 
the user’s own known_hosts file.

If the host exists in either of these files, the host is validated and the host 
authentication process is complete.
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SSH: The Process
Part 1: Host Authentication
Server not found in known_hosts

Client System’s

ssh_known_hosts

Client User’s

known_hosts

Is 
“StrictHostKey

Checking” set 
to ask?

Does 
the host 
exist?

User is prompted to add. If the user 
answers “yes”, the Host’s Public 
Key is placed in their known_hosts 
file.

Access is 
denied. Session 
ends.SSH can be configured many different ways. For example, 

it can be configured so that any unknown hosts are added 
automatically without user interaction.

The default configuration of ssh_config is:

#   StrictHostKeyChecking ask

If the host does not exist in these files AND the configuration file has 
“StrictHostKeyChecking” set to “ask”,  the SSH client will ask the user if they 
want to add the Public Host key to their known_hosts list.  The system can 
also be configured so that Public Host keys can be automatically added to 
the user’s known_hosts file without the user being prompted.
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Review of SSH Keys
• Host Keys

− Asymmetric
− Private is not encrypted

• Server Keys
− Only used with SSH 1
− Never stored on disk
− Asymmetric
− Generated every “n”

• User Keys
− Asymmetric
− Private is encrypted

• Session Keys
− Symmetric
− Used for the entire session for encryption
− SSH1 uses Server Keys to create
− SSH2 uses Diffie-Hellman to create

The Host Key is generated at install time. The host key will not change 
unless manually generated. When the host key is changed, all clients who 
have a copy of the public host key must update to the new key. The private 
host key is unique in that it is not encrypted. Access to this file should be 
protected using file and directory permissions. Backup tapes should also be 
kept secure.

The Server Key is generated automatically when the SSH daemon (sshd) 
starts and every one hour. The interval can be changed using the
“KeyRegenerationInterval” found in the sshd_config file. (SSH1 only)

The User Keys are generated by the user using a key generation program 
such as ssh_keygen. The private key must be encrypted with what is known 
as a passphrase.

In SSH 1, the Session Key is generated by the client using a random 
number, the host’s public key, and the server’s public key. In SSH2, Diffie-
Hellman is used to create the Session Key.  In both cases, this Session Key 
is unique to the session and is used for encryption. 
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SSH: The Process
Part 1: Host Authentication
The Session Key: SSH1

SSH Client

Host’s 
Public Key

Random#

Server’s 
Public Key

S
The Session Key 

+

Encrypted with both:

=

For SSH1 only:

After the Public Host key has been validated the client generates a random 
number.

The random number is encrypted with the Host Public Key and the Server 
Public Key. (SSH1 only)
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SSH Client
“C”

SSH Server
“S”

SSH: The Process
Part 1: Host Authentication
The Session Key: SSH2
Diffie-Hellman 1). Agree upon # and generator

How about 
this large 
prime #?

OK

How about 
this for the 
generator?

OK

AES
Diffie-Hellman is 
used for key 
exchange only

The client and the server agree upon the value of a large prime number.  
This drawing is just used as an example. It doesn’t really mean that the client 
always generates and asks the server. They also agree on a generator. In 
HP-SSH the default generator is AES (The Advanced Encryption Standard-
Rijndael)

Disclaimer:  I’ve tried my best to explain the SSH process in simple terms.  If 
you see an error, please let me know!
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AES - Rijndael

http://home.ecn.ab.ca/~jsavard/crypto/jscrypt.htm

A Cryptographic Compendium by John J.G. Savard

http://home.ecn.ab.ca/~jsavard/crypto/co040401.htm
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SSH Client
“C”

SSH Server
“S”

SSH: The Process
Part 1: Host Authentication
The Session Key: SSH2
Diffie-Hellman 2). Create private & public keys

AES

C
< <

S

^
C

mod = C AES ^
mod =S S

The client generates a large prime integer which is less than the the shared 
prime number.  This number serves as the client’s private key (the raincoat 
with the “C”lient).  The client computes the public key using the private key, 
the generator, and the shared prime number.

The server generates its own private and public keys.



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 33

SSH Client
“C”

SSH Server
“S”

C
C

S
S

SSH: The Process
Part 1: Host Authentication
The Session Key: SSH2
Diffie-Hellman 3). Exchange Public Keys

S C

The client has a public & private key pair.  The server has a public & private 
key pair.

The client and server exchange their public keys.  

The client now has its own key pair plus the public key of the server.

The server now has its own key pair plus the public key of the client.

This exchange of keys is done over an insecure network.
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SSH Client
“C”

SSH Server
“S”

C S

SSH: The Process
Part 1: Host Authentication
The Session Key: SSH2
Diffie-Hellman 4). Create the Shared Secret

S C^ mod ^ mod

The client takes its private key and the server’s public key and passes it 
through a mathematical equation to produce the shared secret.

The server takes its private key and the client’s public key and passes it 
through a mathematical equation to produce the shared secret.

Both these shared secrets are identical!  This is an asymmetrical key.

Secret key = ( Other’s Public Key ^  Own Private Key) mod large agreed 
upon prime #

Both the client and server have created the same identical shared secret. 
Since they both have it, it does not have to be sent across the insecure 
network.  (Ah-ha!).
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SSH Client
“C”

SSH Server
“S”

SSH: The Process
Part 1: Host Authentication
The Session Key: SSH2
Diffie-Hellman 5). Create the Session Key

������������	
��
��
����
�

���
���

S S
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Encrypted Tunnel in HP-SSH

AES, Blowfish, etc..

SSH Client SSH Server: 22

S
Encrypted with

Data+ SData

AES, Blowfish, etc..

Decrypted withEncrypted

Encrypted

Data

+=

This encrypted tunnel is used for the remainder of the session, including the 
next phase:

User Authentication.
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Part 2: User Authentication
• Based on PAM settings

• Public/Private Keys
• /etc/passwd, NIS
• Kerberos
• Challenge-Response

• Not compiled with smart card support
− (Try your own PAM module for it)

PAM : Pluggable Authentication Module.

See the /etc/pam.conf file.
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SSH: The Process
Part 2: User Authentication
• #1: Trusted Host Authentication

− $HOME/.rhosts $HOME/.shosts
− /etc/hosts.equiv /etc/shosts.equiv

This works only if configuration settings are set on both 
the HOST and CLIENT. 

RhostAuthentication
IgnoreRhosts

Authentication for .rhosts & .shosts has been 
removed in version 3.71 (per release notes page 14).

But settings still shown in release notes for 3.81

As we saw in an earlier slide, using Trusted Host Authentication (Berkeley “r” 
commands) is not recommended. This is why it is turned off by default.

Per HP-SSH Release Notes for 3.71 page 14.  

However, in the “Configuration Directive Settings in the sshd_config File” 
section of HP-SSH Release Notes for 3.81, RhostsRSAAuthentication and 
IgnoreRhosts are still listed.
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SSH: The Process
#2: User Validation using
RSA Authentication (Page 1)

SSH Client SSH Server: 22
1. Client enters 

passphrase

2. Client sends:

Their User Public Key 
Identification

3.

$HOME/.ssh/authorized_keys

Server searches the 
authorized_keys file for 
a Public User Key 
owned by the ID sent

FoundUser’s 
Public 
Key

256-bit

Random#

4. Server generates Random #

Encrypts
5. E#

–Does #1 (previous slide) plus prompts the User for their Private Key 
passphrase. If passes, sends the client user’s Public Key ID to the Server.

–The SSHD looks up the Public Key ID (user name) in the authorized_keys 
file.  If exists, SSHD creates a 256-bit number encrypted with the Public 
User’s key and sends to the client.

–The client decrypts using their Private User Key. This produces the 256-bit 
random key. MD5 is used to create a hash value.  This hash value is sent to 
the Server.

–The Server has created its own hash value using MD5 of the random key. 
The Server compares the 2 hash values. If they match, the user is 
authenticated.
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SSH: The Process
#2: User Validation using
RSA Authentication (Page 2)

SSH Client SSH Server: 226. Server sends 
Random 
Number 
encrypted with 
the User’s 
Public Key

User’s 
Private 
Key

MD5

E#

E#

H

H

Client sends the Hash to 
the Server. The Server 
also computes the hash. If 
Hashes match, the User is 
validated.

9.

256-bit

Random#

7. Client 
decrypts 
using 
Private 
Key

8. Client 
computes Hash 
of Random #
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SSH: The Process
User Authentication
• #3: PAM Authentication or #1 if UsePAM=yes

This is the last User authentication method. All other User 
authentication methods have failed. The User is prompted for 
their HP-UX account password or for whatever PAM module is 
configured.

Important:  The session is still encrypted!!
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SSH: The Process
User Authentication
• Other Authentication Methods:

− Kerberos 4 (removed in 3.71 and higher)
− Kerberos 5
− UNIX  (HP-UX really uses PAM to begin with, not UNIX 

Password)
− TCP Wrapper
− PAM_LDAP

In 3.71+:  UsePAM in sshd_config file to go directly to 
any of these methods (except for Kerberos 4)

Since it uses PAM you can really use any authentication method supported by PAM.



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 43

SSH: The Process
with TCPWrappers
• If TCPWrappers exists and SSH was compiled 

with allowing it (as it is with HP-SSH):
− TCP-Wrappers will be checked 1st before continuing 

with the RSA Host Authentication.
− If TCP-Wrappers denies access, the session is stopped 

and does not continue on to RSA Host Authentication.
− TCPWrappers � Host Authentication � User Validation
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SSH Interaction with UNIX user security 
settings
• Account is disabled in UNIX:

− Public key will fail
− User will be prompted for UNIX password, that will fail also

• UNIX password is expired:
− Will try to use public key, but won’t work
− Will then be prompted for UNIX password
− Will then force you to change the password
− Logs you off
− Next time, just uses public key

• If login date/time restrictions:
− If not authorized time, will prompt for public key, but won’t work
− Prompts for UNIX password repeatedly, but doesn’t work

Sample of  message in syslog:

Aug  5 14:22:00 ctg700  above message repeats 2 times

Aug  5 14:22:06 ctg700 sshd[6240]: error: PAM: Success for testw from 172.16.10.157

Aug  5 14:22:08 ctg700 sshd[6240]: Failed keyboard-interactive/pam for testw from 172.16.10.157 port 1660 ssh2

Aug  5 14:22:11 ctg700 sshd[6240]: Failed password for testw from 172.16.10.157 port 1660 ssh2
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SSH Interaction with /etc/default/security 
file on HP-UX
• ABORT_LOGIN_ON_MISSING_HOMEDIR
• MIN_PASSWORD_LENGTH
• NOLOGIN
• NUMBER_OF_LOGINS_ALLOWED
• PASSWORD_HISTORY_DEPTH
• SU_ROOT_GROUP
• SU_DEFAULT_PATH
• SU_KEEP_ENV_VARS
• PASSWORD_MIN_UPPER_CASE
• PASSWORD_MIN_LOWER_CASE_CHARS
• PASSWORD_MIN_DIGIT_CHARS
• PASSWORD_MIN_SPECIAL_CHARS
• SU_KEEP_ENV_VARS

Support in 3.71
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ctg700: ssh-keygen -t rsa -f /home/jrice/.ssh/id_rsa
Generating public/private rsa key pair.
Enter passphrase (empty for no passphrase): [mypassphrase8]
Enter same passphrase again: [mypassphrase8]
Your identification has been saved in /home/jrice/.ssh/id_rsa.
Your public key has been saved in /home/jrice/.ssh/id_rsa.pub.
The key fingerprint is:
81:51:c1:58:a7:cc:21:61:2c:0f:de:09:e6:83:c5:12 jrice@ctg700
ctg700: ll .ssh
total 4
-rw------- 1 jrice users          951 Jun 11 12:19 id_rsa
-rw-r--r-- 1 jrice users          222 Jun 11 12:19 id_rsa.pub

User creates their keypair

The ssh-keygen command is used to create a keypair.  In the above example, RSA was used.  The name of the 
key used was id_rsa as this is the default found in the ssh_config file: #   IdentityFile ~/.ssh/id_rsa

A user’s keypair should have a passphrase, this is to encrypte the private key and is sed by the user to 
authenticate themselves as the owner of the keypair. 

RSA is used for SSH-1.  RSA and DSA can be used with SSH-2.  In SSH-1 the name of the file is 
$HOME/.ssh/identity

id_rsa:

-----BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,79F90EDD68472EE1
-----END RSA PRIVATE KEY-----
id_rsa.pub:

ssh-rsa AAAAB3NzaC1yc2EAAAABIwAAAIEA3DiVUp1IyOWniOHuZcQQFdG14BnDi0daLSjNG/ogc1s+
W+7mc1zUkZmAmzRzXaIOWNvxiIkl9rZJQhVBheiAthOod/bmU6a2GpOHCBmG/VoFmBS54g6VhQ76drY4
LtTLGnaPwa1M38e4A+7IlER6zwt0mE/FtaaiwwLtHtlNtpk= jrice@ctg700
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Authorized Keys File

ctg701

HP-UX 11i

ctg700

HP-UX 11i

Installed HP-SSH

SSH

Installed HP-SSH

jrice jrice
$HOME/.ssh

id_rsa.pub

$HOME/.ssh

authorized_keys

Add to

The authorized_keys file contains the public key.  The user must put their 
public key in this authorization file.  A user could copy the file over and 
rename, but be careful as this file may contain multiple public keys, in which 
case you would want to append to the file.

In HP-SSH the default name for the authorized_keys file can be found in the 
sshd_config file:

#AuthorizedKeysFile .ssh/authorized_keys

In some implementations the name authorized_keys2 is used for the SSH-2 
protocol.
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$ mkdir .ssh
$ cd .ssh
$ scp ctg700:/$HOME/.ssh/id_rsa.pub authorized_keys
The authenticity of host 'ctg700 (192.168.1.124)' can't be 
established.
RSA key fingerprint is 
20:10:42:57:87:c4:b9:9b:0e:c4:e6:3d:fd:dc:90:4f.
Are you sure you want to continue connecting (yes/no)? yes
6753: Warning: Permanently added 'ctg700,192.168.1.124' (RSA) to the 
list of known hosts.
jrice@ctg700's password: [Enter UNIX Password]
id_rsa.pub 100% |*****************************|   222       
00:00    
$ ll
total 32
-rw------- 1 jrice users          222 Jun 11 13:44 authorized_keys
-rw-r--r-- 1 jrice users          230 Jun 11 13:44 known_hosts

rcp, FTP, scp, cut & paste

On the system that will have the authorized_keys file the .ssh directory 
needs to exist if it doesn’t already.

Using FTP, rcp, or scp the public key needs to be added to the 
authorized_keys file.  You can also cut & paste.
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No UNIX password requested

ctg700: ssh ctg701
Enter passphrase for key '/home/jrice/.ssh/id_rsa': [mypassphrase8]
Last   successful login for jrice: Wed Jun 11 13:42:30 PST8PDT 2003 
on pts/0 

8052: debug1: read PEM private key done: type RSA
8052: debug1: ssh-userauth2 successful: method publickey
8052: debug1: channel 0: new [client-session]
8052: debug1: send channel open 0

8052: debug1: Entering interactive session.

When the user enters their correct passphrase this counts as a successful 
user authentication and the user is granted login.
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#PasswordAuthentication yes
PasswordAuthentication no

ctg700: ssh ctg701
Enter passphrase for key '/home/jrice/.ssh/id_rsa': 
7616: Permission denied (external-keyx,gssapi,publickey,keyboard-
interactive).
ctg700: 

ctg700: ssh ctg701
Enter passphrase for key '/home/jrice/.ssh/id_rsa': 
Enter passphrase for key '/home/jrice/.ssh/id_rsa': 
Enter passphrase for key '/home/jrice/.ssh/id_rsa': 
jrice@ctg701's password: [Enter UNIX Password]

Removing /etc/passwd risks

If the user fails to enter the correct passphrase, SSH will move on to the next 
user authentication method. In this second example the user entered their 
passphrase incorrectly and was then prompted to enter their UNIX 
password. This indicates that using SSH does not mean you are exempt 
from dictionary hacks against your /etc/passwd file.  

Yes, when you do enter the UNIX password in this example, it is sent 
through the encrypted connection.  However, the UNIX passwords still exist 
in the /etc/passwd file and can be obtained by someone running a program 
such as crack against it.  Trusting the system (the passwords are moved to 
the /tcb directory) will prevent password crack attempts.  Another way is to 
use brut force to try to guess the password, or run a program that does this.  
HP-UX passwords are limited to 8 characters (default configuration) so 
guessing a UNIX password is much easier than guessing a passphrase.  
The limit for a passphrase is over 120 characters.

The PasswordAuthentication setting in the sshd_config file is set to “yes” by 
default.  If this option is changed to “no” the user will not be prompted for 
their UNIX password if they do not pass authentication at the previous 2 
levels (.rhosts and public key).
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ctg701

HP-UX 11i

ctg700

HP-UX 11i

SSH

$HOME/.ssh

id_dsa.pub

$HOME/.ssh

authorized_keys

linux

Red Hat 9

newfdawg newfdawg

newfdawg $HOME/.ssh

authorized_keys

SSH

Environment 

ctg700: ssh-keygen -t dsa
Generating public/private dsa key pair.

Enter file in which to save the key (/home/newfdawg/.ssh/id_dsa): 

Created directory '/home/newfdawg/.ssh'.

Enter passphrase (empty for no passphrase): 

Enter same passphrase again: 

Your identification has been saved in /home/newfdawg/.ssh/id_dsa.

Your public key has been saved in /home/newfdawg/.ssh/id_dsa.pub.

The key fingerprint is:

c3:76:6a:fb:14:c7:af:8e:7f:1d:e6:39:2c:04:b2:79 newfdawg@ctg700

ctg700: 

On ctg701 the user newfdawg created their $HOME/.ssh directory and 
added the id_dsa.pub key to the authorized_keys file.



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 52

ctg701

HP-UX 11i

ctg700

HP-UX 11i

SSH

$HOME/.ssh

id_dsa.pub

$HOME/.ssh

authorized_keys

linux

Red Hat 9

newfdawg newfdawg

newfdawg
$HOME/.ssh

authorized_keys

SSH

Deny Access

What if newfdawg on ctg701 no longer wanted to allow newfdawg from ctg700 access?

Remember the host itself must first be authenticated.  If ctg700 host’s key is removed from 
the known_hosts file, the user will be asked to add it during the next attempt. (This can be 
changed in the config file).   However, the sys admin can modify the sshd_config file to 
contain:

DenyUsers newfdawg@ctg700

If PasswordAuthentication no
ctg700: ssh ctg701

5513: Permission denied (external-keyx,gssapi,publickey,keyboard-interactive).

ctg700: 

If PasswordAuthentication yes

ctg700: ssh ctg701

newfdawg@ctg701's password: 

5550: Permission denied, please try again.

newfdawg@ctg701's password: 

5550: Permission denied, please try again.

newfdawg@ctg701's password: 

5550: Permission denied (external-keyx,gssapi,publickey,password,keyboard-intera

ctive).

Jun 18 16:25:18 ctg701 sshd[2980]: User newfdawg not allowed because listed in 
DenyUsers
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Deny Access
• /etc/opt/ssh/sshd_config:

− DenyUsers newfdawg@ctg700
• Denied access to only the local newfdawg account from host ctg700 by 

all users
• Must be entered by root

• $HOME/.ssh/authorized_keys file:
• Remove key or
• from=“!newfdawg@ctg700”
• Per account security 
• User can still enter UNIX password if PasswordAuthentication is set to 

“yes”

• Can restrict access to local accounts from remote hosts:  TRUE
• Will restrict the user newfdawg on ctg700 access: FALSE (will 

restrict all users on ctg700 to the local newfdawg account)
• Can deny/allow access from “remote host” to “local account”: 

TRUE
• Can deny/allow access based upon the client user: FALSE

In the sshd_config file the username refers to the name of the user on the local system, not 
the name of the user on the client.  So in our above example, any user on ctg700 would not 
be allowed access to the newfdawg account.  You can’t deny access based upon the user of 
the client because SSH has no way to verify this user.

You can list multiple entries, for example:  DenyUsers newfdawg@ctg700 root dba

In this example, no one from ctg700 can access newfdawg, but users from any other host 
could.  No one from any host can use SSH to connect to root or the dba account. The ‘?’ and 
‘*’ can be used as wild characters.

The “from” is the same format. The account refers to the local account, not the account  of 
the remote user. In this example, this actually means that no users on ctg700 can connect to 
the account newfdawg.

Jun 19 17:02:03 ctg701 sshd[6089]: Authentication tried for jrice with correct key but not 
from a permitted host (host=ctg700, ip=192.168.1.124).

Jun 19 17:02:34 ctg701 sshd[6089]: Accepted password for jrice from 192.168.1.12

4 port 51032 ssh2
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Allow Access
• /etc/opt/ssh/sshd_config:

− AllowUsers *@ctg700
− Denied access from all other hosts

• Must be entered by root

• $HOME/.ssh/authorized_keys file:
• Must have key 
• from=“newfdawg@ctg700”

AllowUsers *@*.newfdawg.com

DenyUsers root@*.newfdawg.com

In the sshd_config example, all users from the host ctg700 would be allowed 
access.  Users from any other host would not be allowed.   

In the authorized_keys example, any user from ctg700 can access the local 
newfdawg account (if using this authorized_keys file). Any user from any 
other host would be denied.

Wildcards can be used (both ? and *).  Hostnames and/or IP addresses may 
be used. 
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Access Controls Summary
• sshd_config

− PermitRootLogin
− AllowUsers, DenyUsers
− AllowGroups, DenyGroups
− AllowHosts, DenyHosts*

• authorized_keys
− from=, from=!

Final Access:
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*AllowHosts & DenyHosts is not supported on HP-SSH as of version A.03.50.000.
Note: Using DenyUsers *@host.com would be the same as:  DenyHosts host.com

Additional access control methods:
IgnoreRootRhosts
Rhosts Authentication
RhostsRSAAuthentication
IgnoreRhosts
AllowSHosts
DenySHosts
.rhosts
.shosts
/etc/hosts.equiv
/etc/shosts.equiv

Entries in DenySHosts/AllowSHosts only pertain when a connection is being made using trusted-host 
authentication. Any entries in here will override .rhosts/.shosts entries!

Per account configuration can’t allow access if system-wide access is not allowed.
Per account configuration can disallow access even if system-wide access is allowed.

ctg700: ssh ctg701
jrice@ctg701's password: 
22827: Permission denied, please try again.
jrice@ctg701's password: 
22827: Permission denied, please try again.
jrice@ctg701's password: 
22827: Permission denied (external-keyx,gssapi,publickey,password,keyboard-interactive).



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 56

PermitRootLogin
•Default is YES

•The root user can login directly, even though there 
is a /etc/securetty file (like X)
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/etc/nologin
• Touching the file:  /etc/nologin

• chmod 444 /etc/nologin
• Only can login to the root account, all other accounts are 

temporarily denied access until the file is removed.

• Will display contents of this file as a message

• Jun 19 12:50:45 ctg701 sshd[5040]: User jrice not allowed because /etc/nologin
exists

Note: In version 3.71 nologin support is available via the 
/etc/default/security file.  However, prior to 3.71, using the 
nologin file worked without /etc/default/security configuration.

? Does nologin require /etc/default/security config now.

ctg700: ssh ctg701

Enter passphrase for key '/home/jrice/.ssh/id_rsa': 

Last   successful login for jrice: Thu Jun 19 12:50:10 PST8PDT 2003 on 
pts/0 

Last unsuccessful login for jrice: Wed Jun 11 09:38:38 PST8PDT 2003 on 
pts/0 

Last login: Thu Jun 19 12:50:10 2003 from ctg700

**** Hello from the /etc/nologin file *****

Connection to ctg701 closed.

ctg700: 

Note: If you have not disabled telent: to restrict access to only the root user 
for telnet connections be sure to set:

NOLOGIN=1

in the /etc/default/security file.
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Auto Executable Files at login

• ksh (rksh) and sh (rsh) (both POSIX and Bourne)
− $HOME/.ssh/rc or /etc/opt/ssh/sshrc
− /etc/profile
− $HOME/.profile

• csh
− $HOME/.ssh/rc or /etc/opt/ssh/sshrc
− /etc/csh.login
− $HOME/.cshrc and $HOME/.login

• keysh
− $HOME/.ssh/rc or /etc/opt/ssh/sshrc
− /etc/profile
− $HOME/.profile
− $HOME/.keyshrc

With no $HOME/.ssh/rc:
ctg700: ssh ctg701
Enter passphrase for key '/home/jrice/.ssh/id_rsa': 
********************************************
This is the from the /etc/opt/ssh/sshrc file
********************************************
(c)Copyright 1983-2000 Hewlett-Packard Co.,  All Rights Reserved.
..... rest removed ......
**************************************
This is the from the /etc/profile file
**************************************
***********************************************                 
This is the from the user's /home/jrice/.profile file
***********************************************
With a $HOME/.ssh/rc:
ctg700: ssh ctg701
Enter passphrase for key '/home/jrice/.ssh/id_rsa': 
**********************************************
This is the from the user's /home/jrice/.ssh/rc file
**********************************************
(c)Copyright 1983-2000 Hewlett-Packard Co.,  All Rights Reserved.
..... rest removed ......
**************************************
This is the from the /etc/profile file
**************************************
***********************************************                 
This is the from the user's /home/jrice/.profile file
***********************************************



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 59

Running command on remote system

remote host the command

ctg700: ssh ctg701 bdf
Enter passphrase for key '/home/jrice/.ssh/id_rsa': 
**********************************************
This is the from the user's /home/jrice/.ssh/rc file
**********************************************
Filesystem kbytes used   avail %used Mounted on
/dev/vg00/lvol3     143360   64864   77928   45% /
/dev/vg00/lvol1      98288   42344   46112   48% /stand
/dev/vg00/lvol11    512000  374376  137072   73% /var
/dev/vg00/lvol8      20480    3578   15902   18% /var/spool
/dev/vg00/lvol7      20480    1109   18168    6% /var/mail
/dev/vg00/lvol10    983040  838816  143104   85% /usr
/dev/vg00/lvol6     122880    3648  118352    3% /tmp
/dev/vg00/lvol5     921600  325288  591688   35% /opt
/dev/vg00/lvol9      20480    2816   17584   14% /home
/dev/vg00/lvol4      81920   69883   11335   86% /home/ftp
/dev/dsk/cdrom 2457600 2457600 0  100% /cdrom

ctg700:
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SSH Authorization Agent

C

SSH_AUTH_SOCK=/tmp/ssh-HMB6331/agent.6331
SSH_AGENT_PID=6332

ctg700: ssh-agent $SHELL
ctg700: ssh-add
Enter passphrase for  /home/jrice/.ssh/id_rsa: 
Identity added: /home/jrice/.ssh/id_rsa
(/home/jrice/.ssh/id_rsa)
ctg700: ssh ctg701 bdf
**********************************************
This is the from the user's /home/jrice/.ssh/rc file
**********************************************
Filesystem kbytes used   avail %used Mounted on
/dev/vg00/lvol3     143360   64864   77928   45% /
/dev/vg00/lvol1      98288   42344   46112   48% /stand
/dev/vg00/lvol11    512000  374376  137072   73% /var
/dev/vg00/lvol8      20480    3578   15902   18% /var/spool
/dev/vg00/lvol7      20480    1109   18168    6% /var/mail
/dev/vg00/lvol10    983040 838816  143104   85% /usr
/dev/vg00/lvol6     122880    3648  118352    3% /tmp
/dev/vg00/lvol5     921600  325288  591688   35% /opt
/dev/vg00/lvol9      20480    2816   17584   14% /home
/dev/vg00/lvol4      81920   69883   11335   86% /home/ftp
/dev/dsk/cdrom 2457600 2457600 0  100% /cdrom
ctg700:

(
���	(
���	

The ssh-add command will prompt you for the passphrase for the key. The 
SSH authorization agent takes care of providing the key authentication for 
the user. This allows the user to enter their passphrase once into the SSH 
authorization agent.  After that, the user is no longer prompted when issuing 
SSH commands for the passphrase again.

The SSH Authorization agent stores the validated private key in memory and 
responds to requests made by the SSH client.
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Multiple keys and agent
• ctg700: ssh-keygen -d
• Generating public/private dsa key pair.
• Enter file in which to save the key (/home/jrice/.ssh/id_dsa): 
• Enter passphrase (empty for no passphrase): 
• Enter same passphrase again: 
• Your identification has been saved in /home/jrice/.ssh/id_dsa.
• Your public key has been saved in /home/jrice/.ssh/id_dsa.pub.
• The key fingerprint is:
• 63:9d:a9:a4:03:ee:34:9d:22:12:ff:32:cc:f9:bd:5b jrice@ctg700
• ctg700:
• ctg700: ssh-agent $SHELL                                                 
• ctg700: ssh-add
• Enter passphrase for /home/jrice/.ssh/id_rsa: 
• Identity added: /home/jrice/.ssh/id_rsa (/home/jrice/.ssh/id_rsa)
• Identity added: /home/jrice/.ssh/id_dsa (/home/jrice/.ssh/id_dsa)
• ctg700: 

If you have multiple keys, when running the ssh-add command the 
passphrase used for the first key will automatically be used for all remaining 
keys.  If the passphrase is not correct, it will then prompt the user for the 
passphrase for that specific key.
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Clients: Why is this so important?

HP-UX HP-UX HP-UXEncrypted Encrypted

Encrypted

Dopey Sleepy Doc

HP supported SSH environment

HP-SSH is supported only on systems running HP-UX 11.0 and higher.

Unless using all workstations, chances are this won’t be a complete environment.
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Session Origin

HP-UX HP-UX HP-UXEncrypted Encrypted

Encrypted

Dopey Sleepy Doc

Typically the user is connection from a Windows-based client.   If the user on the client is not 
using a SSH client, this part of the network connection will not be encrypted.
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HP-UX

HP-UX

HP-UX

SSH

Dopey

Sleepy

Doc

HP-UX

Sneezy

SSH

SSH

Telnet

telnet dopey

login:  cwong

Password: 

dopey$ ssh-agent $SHELL

dopey$ ssh-add

dopey$ ssh sneezy

sneezy$ su –

Password: 

sneezy#

)�������������

����*

Unfortunately, it is a common misconception that in a multi-UNIX host environment that once 
an SSH connection has been established to be used between multiple hosts that this 
connection is encrypted.  

System administrator uses regular method to connect to frontline HP host (dopey) as regular 
user (cwong).  User starts up SSH key agent. Users connects to next server (sneezy) using 
SSH.  Gains root access on remote server using “su”.   Gains root access same way on other 
hosts.   
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HP-UX

HP-UX

HP-UX

SSH 
(Encrypted)

Dopey

Sleepy

Doc

HP-UX

Sneezy

SSH 
(Encrypted)

SSH 
(Encrypted)

Telnet (Not
Encrypted)

The user feels 
this session is 
safe
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HP-UX

HP-UX

HP-UX

SSH 
(Encrypted)

Dopey

Sleepy

Doc

HP-UX

Sneezy

SSH 
(Encrypted)

SSH 
(Encrypted)

Telnet (Not
Encrypted)

dopey$ ssh sneezy

sneezy$ su –

Password: mypass

mypass

Encrypted 
mypass

The thought being that communication between dopey 
and sneezy is secure…. However, all user input is 
being generated at the desk, and passed in the clear to 
the first host (dopey).
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Client Solutions
• SCS products

• putty

• Reflection from WRQ version 10 and higher

• Paper: Using the Reflection SSH Client
− http://newfdawg.com/SHP-SSHpart4.htm
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SFTP
root  1125     1  0 10:12:50 ?      0:00 /opt/ssh/sbin/sshd

root  4451  1125  0 11:11:25 ?      0:00 sshd: cwong [priv]

cwong 4453  4451  0 11:11:49 ?      0:00 sshd: cwong@notty

cwong 4454  4453  0 11:11:49 ?      0:00 sh -c /opt/ssh/libexec/sftp-server

cwong 4455  4454  0 11:11:49 ?      0:00 /opt/ssh/libexec/sftp-server

• Aug  5 11:11:49 ctg700 sshd[4451]: Accepted password for cwong from 
192.168.10.157 port 1250 ssh2

• Aug  5 11:11:49 ctg700 sshd[4453]: subsystem request for sftp

See: http://www/newfdawg.com/docs/lawsonSSH.PDF for an example using chroot with SSH.
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SCP
•server$ scp testfileCAW server2:testfileCAW

testfileCAW 100% 41 0.0KB/s 00:00

• Format:  scp FROMFILE TO-server:TOFILE

• Security Settings in sshd_config file:
− LogSftp
− SftpLogLevel
− SftpPermitChown
− SftpPermitChmod
− SftpUmask

Starting in HP-SSH 3.81 is logging features that you will want when using SFTP or SCP.  Some 
of the security settings available in the sshd_config file shown above. 

Note:  The last I checked.  If you used a chroot SFTP, logging did not work.
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Port Forwarding
• Create a secure tunnel for insecure protocols such 

as:
− SMTP, NNTP, LDAP, POP, IMAP, TCP-based

Note: Does not work with UDP based protocols (DHCP, DNS, UDP-based NFS, Kerberos, 
TFTP, syslog, NTP, rlp, SNMP, who, route). 
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Regular IMAP Exchange

ctg700

HP-UX 11i

mailsvr

HP-UX 11i

Client Mail Request inetd

143: imapd

tcp 0  0  mailsvr.imap ctg700.57090   ESTABLISHED
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ctg700

HP-UX 11i

mailsvr

HP-UX 11i

3100: SSH 22: SSH Server

143:imapd

ssh -L3100:localhost:143 mailsvr

Mail Reader

Mail request via SSH tunnel with local forwarding

The local port can be between 1024 and 65535.  In this example the mail reader, 
pine, was reconfigured to use the forwarded port to access the inbox 
({localhost:3100/user=jrice}INBOX).

When the local forward SSH command is issued it sets up the port in a listening 
state:

tcp 0      0  localhost.3100         *.*                    LISTEN

Once the port is used, in this case when the mail client is used, the socket is 
established.  Note that the original port forwarding is still listening for additional 
connections.

tcp 0      0  localhost.3100         localhost.57860        ESTABLISHED

tcp 0      0  localhost.3100         *.*                    LISTEN

tcp 0      0  localhost.57860        localhost.3100         ESTABLISHED
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ctg700

HP-UX 11i

mailsvr

HP-UX 11i

3100: SSH 22: SSH Server

143:imapd

Mail Reader

Request returned via SSH tunnel

When imapd has processed the request, it sends it to the mailsvr’s SSH server who 
encrypts the data before sendng it back over the SSH tunnel. The SSH client 
decrypts it and passes back to the mail client.

root   985     1  0  Jun 18  ?         0:14 /usr/sbin/inetd

jrice 16579   985  0 09:39:36 ?         0:00 imapd

vking 16578   985  0 09:39:20 ?         0:00 imapd
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ctg700

HP-UX 11i

mailsvr

HP-UX 11i

3100: SSH 22: SSH Server

143:imapd

ssh -R3100:localhost:143 ctg700 

Mail Reader

Mail request via SSH tunnel with remote forwarding
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Your local ssh config file
• $HOME/.ssh/config

• ssh fpmail

• ssh -L3100:localhost:143 mailsvr

Host fpmail
HostName mailsvr
LocalForward 3100 localhost:143

A shortcut or alias for the command can be created in the user’s own ssh
configuration file.

Do not use the name of the host in the name of the alias (fpmail in the above 
example) because if you want to make a regular connection, without port 
forwarding, you won’t be able to as it would always read the entry in the config file.

Example:

Host mailsvr
HostName mailsvr
LocalForward 3100 localhost:143

Don’t make these the same (mailsvr/mailsvr).
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ctg700

HP-UX 11i

mailsvr

HP-UX 11i

3100: SSH 22: SSH Server

143:imapd

ssh -L3100:localhost:143 mailsvr

Mail Reader

Who can use this forwarded port?

ssh –g -L3100:localhost:143 mailsvr tcp   0  0  *.3100 *.*   LISTEN

tcp 0   0  localhost.3100 *.*   LISTEN

GatewayPorts=yes

Linux
Evolution E-mail

Who can use this encrypted tunnel that the user created?  Anyone on the client that 
created the forwarded port may use it.   In the above example, any user on ctg700 
can use this port.  However, a user on ctg701 or any other computer may not use it.   
This is the default configuration for security reasons.

If there is a need to let users not on the system use it, the keyword “GatewayPorts” 
must be set to “yes”  in the /etc/opt/ssh/sshd_config file.  In addition, the “-g” option 
must be used when creating the forwarded port.

Note however, that when the e-mail client is prompted for their password, that 
password will pass from the Linux client to ctg700 (outside of the encrypted tunnel) 
before entering the encrypted tunnel.

tcp 0      0  ctg700.3100    linux.3901            ESTABLISHED

tcp 0      0  *.3100                 *.*                    LISTEN
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Running forwarded port in the background

• ctg700: ssh -f -L3100:localhost:143 mailsvr sleep 
1000000

• HP-SSH doesn’t support the GoBackground option

• With OpenSSH, the –f option only works with a 
remote command.  We fool it by using the sleep 
command.

In all the previous examples when the forwarded port was made, the user actually connected to the 
remote host and must maintain this connection to keep the forwarded port open.  Running the port 
forwarding in the background does not require the user to keep open their SSH session. 

jrice 16992     1  0 13:04:16 ?         0:00 ssh -f -L3100:localhost:143 mailsvr sleep 1000000

Even when the user logs off, the forwarded port remains:

ctg700: who

root       pts/tb Jun 24 08:57

root       pts/tc Jun 24 08:46

root       pts/td       Jun 24 10:39

ctg700: ps –ef | grep ssh

root 14935     1  0 10:17:46 ?         0:00 /opt/ssh/sbin/sshd

jrice 16992     1  0 13:04:16 ?         0:00 ssh -f -L3100:localhost:143 mailsvr sleep 1000000

To close the port, kill the PID.

If you are interested in having a port close automatically after it is done, see page 335 in the O’Reilly 
SSH book.
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Restricting Port Forwarding
• authorized_keys file:

− ssh-rsa no-port-forwarding 
AAAAB3NzaC1yc2EAAAABIwAAAIEA3DiVUp1IyOWniOHuZcQQF
dG14BnDi0daLSjNG/ogc1s+W+7mc1zUkZmAmzRzXaIOWNvxiIkl9
rZJQhVBheiAthOod/bmU6a2GpOHCBmG/VoFmBS54g6VhQ76drY
4LtTLGnaPwa1M38e4A+7IlER6zwt0mE/FtaaiwwLtHtlNtpk= 
jrice@ctg700

• Check PasswordAuthentication
• sshd_config file:

− AllowTcpForwarding no
− channel 2: open failed: administratively prohibited: open failed

Per account restrictions: Putting “no-port-forwarding” in the authorized_keys file 
will deny creating the forwarded port using public key authentication.  Note however, 
that if “PasswordAuthentication” is set to “yes” in the sshd_config file, that the port 
forwarding will succeed if the user enters the correct UNIX password.

System-wide restrictions: The setting of “AllowTcpForwarding” to no in the 
/etc/opt/ssh/sshd_config file will still allow the forwarded port to be created, 
however, when you attempt to use the port access is denied.   Using our examples, 
the mail client received this message: “localhost,3100 Connection timed out” when 
trying to access the mailbox.  The “open failed” message shown in the above slide 
is what appeared on the session that created the forwarded port.
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Why IMAP in examples?
• Why do all the examples of using port forwarding 

use IMAP/POP as the example?

• Because you must be able to specify to the TCP 
application client which port they are to use.  (You 
are changing the default port # to the newly created forwarded port #).

Before deciding on a service to send over the encrypted tunnel, make sure you can 
specify the port number the service’s client will use.
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X forwarding
• Default sshd_config file:

− X11Forwarding yes
− #X11DisplayOffset 10
− X11UseLocalhost no
− ForwardX11Trusted=yes  (pre 3.81)
− ForwardX11Trusted=no (3.81+)

• Our example sshd_config file:
− X11Forwarding yes
− #X11DisplayOffset 10
− X11DisplayOffset 3
− X11UseLocalhost no
− ForwardX11Trusted=yes

• See Release Notes for HP-SSH 3.81

The default setting in the 3.5 release of HP-SSH is “X11Forwarding” set to “yes”. In 
previous versions this was set to “no”.

The DisplayOffset value is the lowest value that can be used with SSH for the 
display number.  For example, you are use to using the following:

export DISPLAY=192.168.1.124:0.0

This reserves 0,1,2,3,4,5,6,7,8,9 for regular X servers.   If you use only a few 
numbers, you can change this setting and have some of the lower numbers be 
available for SSH-X displays.  For our examples, we will change this setting to 3 so 
we can start with the number 4.

X11DisplayOffset 3
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ctg700 server

HP-UX 11i

ctg701 workstation

HP-UX 11i

Graphics Monitor

Restricted SAM

Using X

jrice

jrice

/usr/bin/X11/xhost +ctg700

telnet ctg700

Displayed

export 
DISPLAY=ctg701:0.0

sam

In this common scenario, the user on the workstation with graphics capabilities 
wants to display the graphical version of a program they are running on the server.  
In this example, they are running restricted SAM and want the GUI.  The user must 
allow the display from the server, so they execute the xhost+ command. The user 
telnets to the server, sets the DISPLAY variable to point to their workstation, then 
runs the graphical program.  The program is displayed on the remote workstation.
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ctg700 server

HP-UX 11i

ctg701 workstation

HP-UX 11i

Graphics Monitor

Restricted SAM

Using SSH & XForwarding

jrice
jrice

ssh –X ctg700

Enter Passphrase:

Displayed

authorized_keys Public & Private 
Keys

sam

If you want to forward your X session through the encrypted SSH tunnel, use the –X 
option when making your SSH connection.  As you see, specifying the DISPLAY is 
no longer required.
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What does the –X do?

• Set with all SSH sessions:
− SSH_CONNECTION=192.168.1.125 58243 192.168.1.124 22
− SSH_CLIENT=192.168.1.125 58243 22
− SSH_TTY=/dev/pts/0

• Set automatically with SSH –X sessions:
− DISPLAY=192.168.1.124:3.0

$ ssh -X ctg700
Enter passphrase for key '/home/jrice/.ssh/id_dsa': 
Last login: Tue Jun 24 21:40:50 2003 from ctg701
/usr/bin/X11/xauth:  creating new authority file /home/jrice/.Xauthority
ctg700: 

When the –X option is used with the SSH command two additional things happen:

1). An entry is added to the .Xauthority file (or the file is created if does not exist)

2). The display variable is automatically set!  You’ll see that it used “3”, this was the 
next available display number (X11DisplayOffset).
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ctg700 server

HP-UX 11i

ctg701 workstation

HP-UX 11i

Graphics Monitor
X Server

Proxy X Server

Using SSH & XForwarding
– What’s really happening

Displayed

DISPLAY=ctg701:3.0

SSH Server

SSH Client

Proxy X Client

Using the –X option also makes the SSH server create a proxy X server. It listens 
for requests being made to the assigned DISPLAY.

When output is being sent to the DISPLAY, it is sent to this Proxy X Server.  There 
really is not any display available on ctg701:3.0!

The data is transferred over the encrypted tunnel between the SSH server & SSH 
client.  When the client receives the data it sends it through its proxy X client which 
forwards it to the real X server.
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Restricting X Forwarding
• authorized_keys file:

− ssh-rsa no-X11-forwarding 
AAAAB3NzaC1yc2EAAAABIwAAAIEA3DiVUp1IyOWniOHuZcQQF
dG14BnDi0daLSjNG/ogc1s+W+7mc1zUkZmAmzRzXaIOWNvxiIkl9
rZJQhVBheiAthOod/bmU6a2GpOHCBmG/VoFmBS54g6VhQ76drY
4LtTLGnaPwa1M38e4A+7IlER6zwt0mE/FtaaiwwLtHtlNtpk= 
jrice@ctg701

• sshd_config file:
− X11Forwarding no
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ctg701

HP-UX 11i

ctg700

HP-UX 11i

8090: SSH 22: SSH Server

Forwarding to 3rd host

ctg500
HP-UX 11.0

23:telnetd

ctg701: ssh –g –L 8090:ctg500:23 ctg700

forwarded port
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ctg701

HP-UX 11i

ctg700

HP-UX 11i

8090: SSH 22: SSH Server

Forwarding to 3rd host

ctg500
HP-UX 11.0

23:telnetd

forwarded port

telnet ctg701 8090 HP-UX ctg500 B.11.00 U 9000/800 (ta)

login: jrice

password: 
ctg500$ who am i –u
jrice pts/ta Jul 10 16:21 . 1640 ctg700
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Forwarding to 3rd host - connections

client:
TCP CAW:4095 192.168.1.125:8090 ESTABLISHED

ctg701:
tcp 0 0 ctg701.8090 .4095 ESTABLISHED
tcp 0 0 *.8090 *.* LISTEN 

tcp 0 0 ctg701.56470 ctg700.22 ESTABLISHED

ctg700:

tcp 0 0 ctg700.22 ctg701.56470 ESTABLISHED
tcp 0 0 ctg700.63520 ctg500.telnet ESTABLISHED

ctg500:
tcp 0 0 ctg500.telnet ctg700.63520 ESTABLISHED

ctg701: ssh –g –L 8090:ctg500:23 ctg700

client: telnet ctg701 8090
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ctg701

HP-UX 11i

22: SSH Server

Forwarding to 3rd host – Secure Web Console

swc
Web Console

80:httpd

forwarded port

ssh –L8080:swc:80 ctg701

Browser:  http://localhost:8080

ctg500
HP-UX 11.0

+�����,,-
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swc over SSH
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ctg701

HP-UX 11i

22: SSH Server

Forwarding to 3rd host (swc)

swc
Web Console

80:httpd

forwarded port

ssh –L8080:swc:80 ctg701

Browser:  http://localhost:8080

ctg500
HP-UX 11.0

23:telnetd
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Real World Tunneling Example

192.168.1.38
UNIX Server

22: SSH Server

23:telnet

Lawson Application

Your PC

SSH Server

telnet

Lawson Login Client
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Random Number Generator
• Available as of December 2002

• HP-UX 11i only

• Included in 11i Version 2

• Strong Random Number Generator (KRNG11i)

• DLKM
• cr--r--r-- 1 bin    bin         57 0x000000 Feb  4 14:43 /dev/random

• cr--r--r-- 1 bin    bin         57 0x000001 Feb  4 14:43 /dev/urandom

One of the few complaints regarding the use of the Secure Shell on HP-UX is that it is S-L-O-W.  The 
reason behind this has been that HP-UX has not had a random number generator (RNG).  Until the 
release of the RNG, HP-SSH used a pseudo-RNG. This relied on .prng_seed files in the .ssh
directories. As of December 2002, a RNG is available for HP-UX 11i named the “Strong Random 
Number Generator” (KRNG11i).   This article will discuss installation, performance and security.The
RNG is available at http://www.software.hp.com/ISS_products_list.html .The RNG is a dynamically 
loadable kernel module (DLKM), a reboot is required during initial installation. The following is installed 
on the system:
RandomNumGen B.11.11.06  HP-UX 11.11 Strong Random Number Generator product

RandomNumGen.RNG-DKRN B.11.11.06  Strong Random Number Generator DLKM

RandomNumGen.RNG-KRN   B.11.11.06  Strong Random Number Generator Kernel Enablement

The startup script krng is added in /sbin/init.d and the link for startup is located in 
/sbin/rc1.d/S114krng. There is not a configuration file or a shutdown link. 
The device directory now contains both the random and urandom device files.

cr--r--r-- 1 bin    bin         57 0x000000 Feb  4 14:43 /dev/random

cr--r--r-- 1 bin    bin         57 0x000001 Feb  4 14:43 /dev/urandom
The random special device file is the blocking interface to the RNG module in the kernel. (This is 
where the “K”(ernel) is coming from in the use of the name KRNG). The urandom special device file is 
the non-blocking interface.  Both these are compatible with Linux’s random and urandom. The major 
number of 57 is used since this is the number assigned to the Random Number Generator (rng):

# lsdev -e 57    Character     Block       Driver          Class
57          -1         rng pseudo

[Just as the major number of 64 is used for LVM device files (/dev/vg01/group, lvol, etc) since this 
points to the LV kernel driver].
The RNG resides in the kernel.  This provides for increased performance and security. 
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Performance

Let’s now examine performance ramifications. I conducted a very non-
scientific experiment on two different boxes.  The first system is an A500 
with 1 GB of memory.  The second system is a B160L with 256 MB of 
memory.  Both are running HP-UX 11.11.  The only user on each system is 
the user running the SSH commands.  The user executed SSH locally, not 
across a network. Before RNG was installed the following commands were 
entered and timed:

/sbin/init.d/secsh stop

time /sbin/init.d/secsh start
time ssh-keygen –t rsa –N pass88 –f /home/jrice/.ssh/id_rsa
time ssh-keygen –t dsa –N pass88 –f /home/jrice/.ssh/id_dsa
cp id_dsa.pub authorized_keysssh-agent

$SHELLssh-add

time ssh localhost who
The timed commands require no user input.  The following two charts display 
the collected times for the commands before and after the installation of 
RNG.  The difference is very measurable and apparent to the end user. 
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Performance

As you can see, on a resource starved system (the B160L), the increase in 
performance was especially noticeable.  

How the performance will play out in a large multi-user environment isn’t 
known to me.. A note in the man page for “random” hints to when a 
performance bottleneck may occur: 

When there are a large number of requests on /dev/random within a  short 
time interval, the demand on the holding buffer can exceed the rate at which 
data is supplied by rng.  A read() on the /dev/random  device blocks the 
requesting thread if the random data stored in the      holding buffer is too 
low to complete the request. The thread blocks  until the holding buffer has 
been updated with enough random data to  complete the request.
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RNG & Security
• RNG can’t be influenced in its generation.

• Without RNG, the pseudo-RNG (ssh_prng_cmds) 
requires:
− a seed (prng_seed) 
− user-space
Use SSH 3.71+ to get enhanced version of prng_cmds

• RNG uses:
− /dev/random
− kernel space

If you are using HP-SSH chances are it was implemented for security 
reasons. Using the RNG is more secure than using the current pseudo-RNG.  
Why?  Because RNG can not be influenced in its generation of the random 
number.  The current pseudo-RNG requires a seed (the 
$HOME/.ssh/prng_seed file) and uses user-space (RNG is using kernel-
space).  This seed is generated based on the entries in the ssh_prng_cmds
file.  If you look at this file, you can see how it may be possible to manipulate 
the seed.  The ssh-rand-helper (pseudo-RNG) process creates the 
prng_seed. When RNG is installed, this process is no longer used (when 
viewing the collected MWA process data this becomes apparent).  The 
prng_seed files can be removed (this includes the one in root’s .ssh
directory) since the new device driver (accessed via /dev/random and 
/dev/urandom) does not need this seed file to create a random number. 
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Fast Remote Shell
• NOTE: HP-UX Secure Shell users can choose to 
use Fast Remote Shell (FSH) (a collection of 
utilities that is one of the HP-UX Internet Express 
components). FSH enables users to establish a 
secure tunnel to a remote system and reuse the 
tunnel to start new ssh sessions. FSH resolves 
performance issues that are associated with 
starting secure sessions while maintaining the 
security provided by ssh. 

Source for slide & text:
http://h20293.www2.hp.com/portal/swdepot/displayProductInfo.do?productNumber=T147
1AA
NOTE: HP-UX Secure Shell users can choose to use Fast Remote Shell (FSH) (a collection of 
utilities that is one of the HP-UX Internet Express components). FSH enables users to establish 
a secure tunnel to a remote system and reuse the tunnel to start new ssh sessions. FSH 
resolves performance issues that are associated with starting secure sessions while maintaining 
the security provided by ssh. Visit 
http://h20293.www2.hp.com/portal/swdepot/displayProductsList.do?category=ISS to download 
this product.



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 98

SSH “Musts”

• UsePrivilegeSeparation = Yes (default)

• root  5052  5048  0 13:13:21 ?         0:00 sshd: root@pts/0

• root  5170  5048  0 13:19:35 ?         0:00 sshd: cwong [priv]

• root  5048     1  0 13:12:57 ?         0:00 /opt/ssh/sbin/sshd

• cwong 5172  5170  1 13:19:37 ?         0:00 sshd: cwong@pts/1
•

• UsePrivilegeSeparation = No (don’t use!)

• root  5052     1  0 13:13:21 ?         0:00 sshd: root@pts/0

• root 5244  5243  0 13:26:29 ?         0:00 sshd: cwong@pts/1

• Read the Release Notes

• Understand setting before changing
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Summary…
• HP-SSH

− Should be using, even if just to replace telnet with ssh and add a 
system wide known-hosts file. This will give you encrypted 
connections
• Ideally, stop using UNIX passwords
• Authentication of users via keys
• Don’t forget to disable replaced services

− SOX issues
− Easy to install, configure, and maintain
− Support from HP

• Find my papers at:
− http://www.newfdawg.com/hp-ux

• Contact me at:
− cwong@newfdawg.com
− (425) 260-6501

• ISBN: 0130330620



http://www.newfdawg.com/docs/HP-SSH_Explained.PDF                                               Copyright 2004 ITSA Newfdawg, LLC 100

ctg700: ssh -v ctg701
OpenSSH_3.5p1, SSH protocols 1.5/2.0, OpenSSL 0x0090609f
8288: debug1: Reading configuration data /opt/ssh/etc/ssh_config
8288: debug1: Rhosts Authentication disabled, originating port will 
not be trusted.
8288: debug1: ssh_connect: needpriv 0
8288: debug1: Connecting to ctg701 [192.168.1.125] port 22.
8288: debug1: Connection established.
8288: debug1: identity file /home/jrice/.ssh/id_rsa type 1
8288: debug1: identity file /home/jrice/.ssh/id_dsa type -1
8288: debug1: Remote protocol version 2.0, remote software version 
OpenSSH_3.5p1

8288: debug1: match: OpenSSH_3.5p1 pat OpenSSH*
8288: debug1: Enabling compatibility mode for protocol 2.0
8288: debug1: Local version string SSH-2.0-OpenSSH_3.5p1

SSH process – review (part 1)

First to check: rhosts authentication.  This is disabled via the ssh_config file. 

A connection is established on port 22.

2 private keys are found (id_rsa and id_dsa).

The client and server discuss which protocol and version they are using. 
They’ve agreed on SSH-2.
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SSH process – review (part 2)

8288: debug1: SSH2_MSG_KEXINIT sent
8288: debug1: SSH2_MSG_KEXINIT received
8288: debug1: kex: server->client aes128-cbc hmac-md5 none
8288: debug1: kex: client->server aes128-cbc hmac-md5 none
8288: debug1: SSH2_MSG_KEX_DH_GEX_REQUEST sent
8288: debug1: expecting SSH2_MSG_KEX_DH_GEX_GROUP
8288: debug1: dh_gen_key: priv key bits set: 129/256
8288: debug1: bits set: 1598/3191
8288: debug1: SSH2_MSG_KEX_DH_GEX_INIT sent
8288: debug1: expecting SSH2_MSG_KEX_DH_GEX_REPLY
8288: debug1: Host 'ctg701' is known and matches the RSA host 
key.
8288: debug1: Found key in /opt/ssh/etc/ssh_known_hosts:1
8288: debug1: bits set: 1618/3191
8288: debug1: ssh_rsa_verify: signature correct

The client and server determine what algorithms they support in common.

The server user’s ssh_known_hosts file is checked for a copy of the client’s 
public key.

This verifies the host.
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SSH process – review (part 3)

8288: debug1: kex_derive_keys
8288: debug1: newkeys: mode 1
8288: debug1: SSH2_MSG_NEWKEYS sent
8288: debug1: waiting for SSH2_MSG_NEWKEYS
8288: debug1: newkeys: mode 0
8288: debug1: SSH2_MSG_NEWKEYS received
8288: debug1: done: ssh_kex2.

The session key is created and the session is encrypted.
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SSH process – review (part 4)

8288: debug1: send SSH2_MSG_SERVICE_REQUEST
8288: debug1: service_accept: ssh-userauth
8288: debug1: got SSH2_MSG_SERVICE_ACCEPT
8288: debug1: authentications that can continue: external-
keyx,gssapi,publickey,
keyboard-interactive
8288: debug1: next auth method to try is external-keyx
8288: debug1: authentications that can continue: external-
keyx,gssapi,publickey,
keyboard-interactive
8288: debug1: next auth method to try is gssapi
8288: debug1: next auth method to try is publickey
8288: debug1: try pubkey: /home/jrice/.ssh/id_rsa
8288: debug1: input_userauth_pk_ok: pkalg ssh-rsa blen 149 lastkey
40021f20 hint 0
8288: debug1: PEM_read_PrivateKey failed
8288: debug1: read PEM private key done: type <unknown>

Next SSH will go through the various user authentication methods.   We do 
not use an external-key, so that is skipped. We also do not use gssapi, so 
that is also skipped.  The next one to try is the public key.  It will try the 
id_rsa public key.
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SSH process – review (part 5)

Enter passphrase for key '/home/jrice/.ssh/id_rsa': 
8288: debug1: read PEM private key done: type RSA
8288: debug1: ssh-userauth2 successful: method publickey
8288: debug1: channel 0: new [client-session]
8288: debug1: send channel open 0
8288: debug1: Entering interactive session.
8288: debug1: ssh_session2_setup: id 0
8288: debug1: channel request 0: pty-req
8288: debug1: channel request 0: shell
8288: debug1: fd 4 setting TCP_NODELAY
8288: debug1: channel 0: open confirm rwindow 0 rmax 32768
Last   successful login for jrice: Wed Jun 11 15:13:23 PST8PDT 2003 on 
pts/0 

The user is prompted to enter their passphrase.  If correct, the user is 
authenticated and an interactive session is started.  If this authenticated 
failed, the user would be prompted for their UNIX password only if the 
default configuration setting of “PasswordAuthentication” is set to yes in the 
sshd_config file.


